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Introduction to Regulation of Investigatory Powers

1.  Thispolicy documentis based on the requirements of the Regulation of Investigatory
PowersAct2000(RIPA), theProtection of FreedomsAct2012 andthe Home Office’sCodes
of Practice for Covert Surveillance, Covert Human Intelligence Sources (CHIS) and
investigation of protected electronic information.

2. Links to the above documents can be found at: -
e http://www.leqgislation.gov.uk/ukpga/2000/23/contents

e http://www.legislation.gov.uk/ukpga/2012/9/contents
e https://www.gov.uk/government/collections/ripa-codes

Background

3. Surveillance playsanecessary partin modernlife. Itis used notjustin thetargeting of
criminals, but also as a means of preventing crime and disorder.

4.  RIPAintroducedasystemofauthorisationandmonitoringof certain surveillance activities,
to ensure that the rights of the individual are not unnecessarily compromised, in the
pursuance of regulatory compliance. RIPAalso requiresasimilar controland authorisation
procedure to be in place for the acquisition of protected electronicinformation.

5. Inaddition, the ActestablishedtheInvestigatory Powers Commissioner’s Office (IPCO).
IPCO overseesthe use of covertinvestigatory powers by publicauthorities by carrying out
inspections, reviewing applicationsforwarrants, and investigating errorsinthe use of the
powers.

Use of Powers by Mid Sussex District Council

6.  Inpreviousyears, Mid Sussex District Council (“the Council”) useditscovertsurveillance
powers toinvestigate crime sparingly, and only in thefield of benefitfraud. Once the
investigation of benefit fraud passed to the Department of Work and Pensions, the
Council’s use of the powers effectively ceased.

7. Theremay, however, still be some rare circumstances in which the Council wishes to
utilize these powers. Additionally, Council officers need to be aware of the circumstances
inwhichinvestigative activity would fallunder the relevantRIPA provisions and therefore
require authorization in order for it to be lawful, not least to avoid inadvertently carrying
out suchactivities.

8.  IPCOrequiresthe Counciltokeepanup-to-date policy, reviewed annually by Members,
and to carry out training to keep officers’ knowledge current.
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What Activities are Regulated?

9. RIPAregulatescovertinvestigative activities. For the Council, thisis most likely to be either
“Directed Surveillance” or use of a “"Covert Human Intelligence Source”. Overt
investigative activities, such as the overt use of CCTV or ANPR cameras, do not require
authorisation.

Directed Surveillance

10. Directed surveillanceis:
e Covert but notintrusive;
e Conducted for the purpose of a specific investigation or operation;
o Islikely toresultin the obtaining of private information about a person; and
e Is conducted otherwise than by way of an immediate response to events or
circumstances the nature of which is such that it would not be reasonably practicable
for an authorisation under RIPA to be sought.

Covert Human Intelligence Sources

11. Ourinvestigations mayalsorequirethe use of CovertHuman Intelligence Sources (CHIS).
These may be undercover officers, agents, orinformants. Such sourcesmay be used by the
Councilto obtain and pass on information about another person, without their knowledge,
asaresult of establishing or making use of an existing relationship. Because such activity
clearly hasimplications for personal privacy itis an activity which the legislation regulates.
The Council’s policy is that a CHIS should be used only rarely, and in exceptional
circumstances.

12. Ifyou believe you need to work with a CHIS, you must seek advice from the Council’s
SeniorResponsible Officer (seebelow)beforeseekingauthorisation. The CHISmusthave
an appointed controller to oversee their work.

What Happens if | Don’t Obtain Authorisation

13.  Where authorisation for a regulated activity should have been sought but was not, the
Councilmay not be able to rely on theinformation obtainedinlegal proceedings. This
could compromise the Council’s ability to (for example) secure a prosecutionin a
regulatory matter.

14. Afailuretoobtainauthorizationin circumstances where it should have been sought may
also lead to an investigation by IPCO.

Policy Statement

15.  TheCouncil willnotundertake any activity defined withinthe Regulation of Investigatory
Powers Act 2000 without prior authorisation or re-authorisation, froman appropriately
trained senior officer, who isempowered to grant such consents, subject to the approval
of a Justice of the Peace.
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16.

Council officers are NOT legally entitled to authorise intrusive surveillance
operations. These are defined as activities using covert surveillance techniques, on
residential premises, orinany private vehicle, which involves the use of a surveillance
device, or an individual, in such a vehicle or on such premises.

The Senior Responsible Officer

17.

TheCouncilhasappointedtheAssistant Director, Governance, asthe SeniorResponsible

Officer (SRO). Asrecommended underthe Codesof Practice, The SROisresponsiblefor:

e theintegrity of the process in place within the public authority to authorise directed
and intrusive surveillance and interference with property or wireless telegraphy;

e compliance with PartII of RIPA, and with the Codes of Conduct;

e oversightofthereportingof errorstothe Investigatory Powers Commissionerandthe
identification of both the cause(s) of errors and the implementation of processes to
minimise repetition of errors;

e engagementwiththeInvestigatory PowersCommissionerandinspectorswhosupport
the Commissioner when they conduct their inspections;

e wherenecessary, overseeingtheimplementationofany post-inspectionaction plans
recommended or approved by a Judicial Commissioner, and

e ensuring thatall authorising officers are of an appropriate standard, addressing any
recommendationsand concernsintheinspectionreports prepared by the Investigatory
Powers Commissioner

Authorising Officers

18.

19.

Underthe Council’s constitution, the SRO has the authority to appoint Authorising Officers
(for surveillance activities) and Designated Persons and Single Points of Contact (for the
purposes of access to communications data) under the Act. For such purposes, he has
appointedthe Chief Executive, Deputy Chief Executive, Director of Peopleand Commercial
Services and the Director of Resources and Organisational Development.

Incircumstances whereregulated surveillance activity is likely toinvolve the acquisition of
privileged or confidential information, enhanced authorisation is required and, by law,
only the Chief Executive can give authorisation.

The RIPA Co-Ordinating Officer

20.

Alex Walker, Solicitor, is the RIPA Co-ordinating Officer responsible for maintaining the
Central Record of Authorisations, acting as a gatekeeper by exercising oversight and
quality control atthe various stages of authorisation, arrangingany authorisation hearings
at the Magistrates’ Court, organising training, and ensuring a high degree of RIPA
awareness throughout the Council.
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Applications for Authorisation

21.

22,

23.

24,

Applications for authorisation of surveillance, the use of a CHIS or the obtaining of
protected electronicinformationwill, exceptinanemergency wherelegislation permits, be
made in writing on the appropriate up-to-date Home Office form available from:_
https://www.gov.uk/government/collections/ripa-forms—2.

Therelevantformsarealsoavailable on The Wire. The provisions of Section 3 of this Policy
must also be followed.

The Authorising Officer or Designated Person will notauthorise the use of directed covert
surveillancetechniques, humanintelligence sources or access to communications data
unless the authorisation can be shown to be necessary for the purpose of preventing or
detectingcrime. Inthe case of directed surveillance, this mustinvolve theinvestigation of
a crime which attracts a maximum custodial sentence of 6 months or more or relates to
the underage sale of alcohol or tobacco.

Inaddition, the Authorising Officer or Designated Person must believe thatthe surveillance
orobtaining of protected electronicinformationis necessary, reasonable,and proportionate
towhatitseeks to achieve. In making this judgment, the officer will consider whether the
information can be obtained using other methods and whether efforts have been made to
reduce the impact of the surveillance on other people who are not the subject of the
operation.

Policy on the Recording of Telephone Conversations

25.

26.

On occasion, Council officers may need to record telephone conversations to secure
evidence. The Councilis permitted to record telephone conversations, providedthatthe
parties to that conversation are aware that the conversation is being recorded. In those
circumstances, no authorisationis required.

Ifyouareunsurewhetherthepartiesareawarethattheconversationisbeingrecorded,youshould
takestepstoensurethatthisisbroughttotheirattentionatanearly stageinthe conversation, for
examplebytellingthe other party/ partiesovertly thatyouwill be recording the conversation.

Policy on the Use of Social Media for Investigative Purposes

27.

28.

29.

Publicly available social media may be used to collect evidence, but officers mustuse a
public, open, clean corporate profile (i.e. a profile which clearly identifiesthem as a
Council officer but does not contain any “posts” or other content) and not use any false
identity or attempt to disguise their identity.

Individual public profilesshould only be viewed on an ad hocbasis. Regular viewing of the
same profile will need authorisation. Officers should seek to verify the information
collected by other means.

Where data has restricted access (e.g. where access is restricted to “friends” on a social
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30.

31.

32.

networkingsite)anapplicationfor CHISand, ifappropriate, directed surveillanceshould
be made before any attempt to circumvent those access controls is made.

Access to open-source material does not require RIPA authorisation unless there are
repeated visits to the same site. These normally occur when an attemptis beingmadeto
build a profile of the account operator. Inthat case, directed surveillance authorisationis
required.

Ifthe privacy controlsare breached (e.g. by becominga“friend”) and a pseudoaccountis
used, concealing the Officer’s identity as a Council employee, then at least directed
surveillance authorisation will be required. If direct contactis made with the account
owner/operator, and a relationship commences, CHIS authorisation will be required. In
the latter case, itis a statutory requirement of RIPA thata Controller, Handler and record
keeper are appointed to manage the operation and that a risk assessment is created.

Particular regard should be given to the guidance set out at Annex 5 to this Policy.

Obtaining Authorisation

33.

34.

35.

36.

37.

38.

The Council’s Constitution provides for the Chief Executive, Deputy Chief Executive and
Directorstofulfiltherole of Authorising Officer (forthe purposes of Directed Surveillance
and CHIS authorisation) and Designated Person and Single Point of Contact (for the
purposes of access to communications data). The RIPA Co-ordinator shall maintaina
register of the names of such Officers.

All authorisations mustalsobe approved by a Justice of the Peace.

WhereaCovertHuman Intelligence Sourceisajuvenileoravulnerable person, orthereis
the likelihood that the information acquired will be Confidential Information then the
authorisation must be from the Chief Executive or, in their absence, the Deputy Chief
Executive and again is subject to the approval of a Justice of the Peace.

Authorisationsfrom the Authorising Officer for directed surveillance or the use ofa CHIS
shall be obtained using the appropriate application form.

Applicationsforaccessto communications data shall be made to the Designated Person
usingthe appropriate applicationform) Datacan be accessed by aNotice (whichisserved
on the Communications Service Provider (CSP) to produce the data) or by way of an
authorisation (which enables persons within a Public Authority to obtain the data). The
latter process is unlikely to be used by officers of the Council.

Guidancefor completingand processing the application forms is attached to this policy at
Annexes 1-3. The RIPA Coordinating Officer should be consulted on both draft
authorisationsandtheirfinalwording beforeauthorisationissought. Onceapprovedbythe
Authorising Officer, the RIPA Coordinating Officer will liaise with the Magistrates Court to
seek approval of the authorisation by a Justice of the Peace.
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Duration of Authorisations

39.

40.

Awritten authorisation (unless renewed) will cease to have effect at the end of the following

periods from when it took effect:

e Directed Surveillance - 3 months;

e Conductanduseof CovertHuman Intelligence Source - 12 months or one month when
the CHIS is a juvenile.

A notice issued for the production of communication data will remain valid for one month.

Reviews

41.

42.

Regular review of authorisations and notices shall be undertaken by the relevant
Authorising Officertoassess the needforthesurveillance or noticetocontinue. Theresults
ofthereviewshall be recorded onthe Central Record of Authorisations. Where surveillance
provides access to Confidential Information or involves collateral intrusion, particular
attentionshallbe givento consideration of the need for surveillance in such circumstances.

Ineach case, the Authorising Officer shall determine how often areviewistotake place,
and this should be as frequently as is considered necessary and practicable.

Renewals

43.

44,

If, atany time, an authorisation or notice would cease to have effectand the Authorising
Officer considersit necessary for the authorisation or notice to continue for the purposes
forwhichitwasgiven, he orshe mayrenewit, in writing (subject to the approval of a Justice
of the Peace), for a further period of:

e three months—directed surveillance;

e twelve months —use of a CHIS

e one month—access to communications data

Arenewal takes effect at the time at which the authorisation would have ceased to have
effect but for the renewal. Arenewal application should not be made until shortly before
the authorisation period ends. Any person who would be entitled to grant a new
authorisation canrenewanauthorisation. Authorisation may be renewed morethanonce
provided they continue to meet the criteria for authorisation.

Cancellations

45.

The Authorising Officer who granted or last renewed the authorisation or notice must
cancelitifhe/sheis satisfied thatthe Directed Surveillance, theuse or conduct of the Covert
Human Intelligence Source or the access to communications data, nolonger meets the
criteriafor whichitwas authorised. When the Authorising Officer is nolonger available this
duty will fall on the person who has taken over the role of Authorising Officer or the person
who s acting as Authorising Officer.
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46.

As soon asthe decision istaken that Directed Surveillance should be discontinued or the
use or conductof the Covert Human Intelligence Source, nolonger meetsthe criteria for
which it was authorised the instruction must be given to those involved to stop all
surveillance of the subjector use of the CHIS. The authorisation does not'expire’ whenthe
activity has been carried outor isdeemed nolonger necessary. It mustbe either cancelled
orrenewed. Thedate andtime when such aninstruction was given should be recordedin
the central register of authorisations along with the notification of cancellation where
relevant.

Obtaining Judicial Approval of Authorisations

47.

48.

49,

50.

51.

Authorising Officers must, when making authorisations, beawarethateachauthorisation
(or renewal) will be subject to judicial approval. The Council will be required to make an
application to the Magistrates’ Court.

The Magistrates will approveif, atthe date of the grant of authorisation or renewal of an
existing authorisation, they are satisfied that:
(a) therewerereasonablegroundsforbelievingthatobtainingthe covertsurveillanceor

use of a human covert intelligence source was necessary, reasonable, and
proportionate and that these grounds remain; and
(b) the "relevant conditions" were satisfied in relation to the authorisation.

The relevant conditions are that:

(i) therelevant person was designated as an Authorising Officer;

(i) it was necessary reasonable and proportionate to believe that using covert
surveillance acquisition of communication data oraCovert Human Intelligence
Source was necessary, reasonable and thatthe relevant conditions have been
complied with;

(i) thegrantorrenewal of any authorisation or notice was notin breach of any
restrictions imposed under section 25(3) of RIPA; and

(iv) anyotherconditions provided for by an order made by the Secretary of State were
satisfied.

Ifthe Magistrates’ Courtrefusesto approve the grantoftheauthorisation, thenitmay
make an order to quash that authorisation.

The Court will also consider whether the “serious crime” threshold has been met in

relation to the carrying out of directed surveillance. Thisthreshold is thatthe directed

surveillanceisforthe purpose of preventing or detecting a criminal offence and meets the

following conditions:

(i) thatthecriminal offencetobe prevented or detectedis punishable by amaximumterm
of a least six months imprisonment: or

(i) constitutesanoffenceundersections146,147or147AoftheLicensingAct2003 (saleof
alcohol to children) or section 7 of the Children and Young Persons Act 1933 (sale of
tobacco to children under 18 years old) or

(i) constitutesan offenceundersection92 Childrenand FamiliesAct2014 (sale of nicotine-
inhaling products to children under 18 years old) or proxy purchasing of tobacco,
including nicotine-inhaling products to children under 18 years old under section 91

10
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52.

53.

54.

Children and Families Act 2014.

Ifthe Magistrates’ Courtrefusestoapprovethe grantoftheauthorisation, thenitmay
make an order to quash that authorisation.

No activity permitted under an authorisation may be undertaken until the approval of the
Magistrates’ Court has been obtained.

Toensure compliance with this requirement, any Authorising Officer who proposes to
approve an application for the use of directed surveillance acquisition of communications
data or for the use of a CHIS mustimmediately inform the RIPA Coordinating Officer by
telephone or e-mail of the details of the authorisation. The RIPA Coordinating Officer will
then make the necessary arrangements for an application to be made to the Magistrates’
Court. The Authorising Officerand the Investigating Officer may be requiredtoattend the
Magistrates’ Court to support the application.

Central Register and Monitoring

55.

56.

57.

Any authorisation (including statementsin respect of oral authorisations), renewal or
cancellation (together with any supporting information relevant to such authorisation or
cancellation) of any regulated activity shall be forwarded to the RIPA Co-ordinator within
two working days of the date of the application, authorisation, notice, renewal, or
cancellation.

The RIPA Co-ordinator shall keep aregister of the original documents, known asthe
Central Register of Authorisations.

All records shall be kept for at least 3 years and the original authorisations shall be
submitted to the RIPA Coordinating Officer and retained with the Central Record of
Authorisation.

Training

58.

TheAuthorising Officers, Designated PersonsandSingle Points of Contactshall be provided
withtrainingtoensureawarenessof the legislative framework. Single Points of Contactcan
only be appointed following attendance ata training course accredited by the Home Office
and passing a written examination.

Planned and Directed Use of Council CCTV Systems

59.

60.

The Council’s CCTV surveillance systems shall not be used for Directed Surveillance,
withoutthe RIPA Co-Coordinator confirmingtothe relevant operational staff thata valid
authorisationisin place.

Whenseekingtousethe Council’'s CCTV systemsunder suchanauthorisation, regard must
be had to the Surveillance Camera Code of Practice.

Kevin Toogood (June 2024)
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Glossary

"Confidential information" consists of matters subject to legal privilege, confidential personal
information, or confidential journalistic material.

"Directed Surveillance" is defined in section 26 (2) of RIPA as surveillance which is covert, but
notintrusive (i.e. takesplaceonresidential premisesorinany private vehicle), and undertaken:

(a)
(b)

(c)

for the purpose of specific investigation or specific operation;

insuchamannerislikely toresultin the obtaining of private information abouta person
(whether or notone is specifically identified for the purposes of the investigation or
operation); and

otherwise, than by way of animmediate response to events or circumstances the nature of
whichis such thatit would not be reasonably practicable for an authorisation under Part I1
of RIPA to be sought for the carrying out of the surveillance.

A person is a “Covert Human Intelligence Source” if:

(@)
(b)
(©)

he establishes or maintains a personal or other relationship with a person for the covert
purpose of facilitating the doing of anything within paragraph (b) or (c);

he covertly uses such a relationship to obtain information or to provide accesstoany
information to another person; or

he covertly disclosesinformation obtained using such arelationship, or because of the
existence of such a relationship.

(Seesection 26 (8) of RIPA)

“Communications Data” is: -

(@)

(b)

any trafficdata comprisedin or attached to a communication (whether by the sender or
otherwise)forthe purposesofany postalservice ortelecommunication system by meansof
whichitis beingor may betransmitted; (NOT AVAILABLE TO LOCALAUTHORITIES)
anyinformation whichincludes none of the contents of a communication (apartfromany
information falling within paragraph (a) and is about the use made by any person:

e ifany postal service or telecommunications service; or

e inconnection with the provisiontoor use by any person of any telecommunications

service, of any part of a telecommunication system;

any information notfalling within paragraph (a) or (b) thatis held or obtained, inrelation to
persons to whom he provides the service, by a person providing a postal service or
telecommunications service.

(See section 21(4) of RIPA

“CHIS Controller” means an Officer appointed to oversee the work of a CHIS and ensure the
risk assessments are kept up to date.

12

MID SUSSEX
DISTRICT COUNCIL



Annex 1 Guidance on completing Surveillance Forms

PleaserefertoCovertSurveillance and Property Interference: Code of Practice (Under Section 71
oftheInvestigatory PowersAct2000)issued by the Home Office (Revised Code of Practice August
2018)

Details of Applicant
Details of the requesting officer’s work address and contact details should be entered.
Details of Application

Give rank or position of authorising officer in accordance with the Regulation of
Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) Order
2010; No. 521.

Fill in the details of the Authorising Officer.

Purpose of the specific operation or investigation

Outline what the operation is about and what is hoped to be achieved by the investigation.
Indicate whether other methods have already been used to obtain this information. Give
sufficientdetails sothatthe Authorising Officer has enoughinformationtogivethe Authority e.g.
Surveillance at Pelham House and Mr. X".

Describeindetailthesurveillance operationtobeauthorised and the expected duration,
including any premises, vehicles, or equipment (e.g. camera, binoculars, recorder) that
may be used.

Give as much detail as possible of the action to be taken including which other officers may be
employedinthesurveillanceandtheirroles. If appropriate append any investigation plantothe
application and a map of the location at which the surveillance is to be carried out.

The identities, where known, of those to be subject of the directed surveillance
Explain the information that it is desired to obtain as a result of the directed surveillance.

Thisinformation should only be obtained if it furthers the investigation orinforms any future
actions.

Identify on which grounds the directed surveillance is necessary under section 28(3) of RIPA.

The ONLY groundsfor carryingout Directed Surveillance activity is for the purpose of preventing
or detecting crime under the Regulation of Investigatory Powers (Directed Surveillance and
CovertHumanIntelligenceSources) (Amendment)Order2012(S12012/1500)whichcameinto
forceon 1 November 2012. It restricts Authorising Officers in a local authority in England or

13

MID SUSSEX
DISTRICT COUNCIL



Wales from authorising the carrying out of directed surveillance unless itis to prevent or detecta
criminal offence and meets the following conditions:

(i)  thatthecriminal offenceto be prevented or detected is punishable by a maximum term of
at least six months imprisonment; or

(i) constitutesanoffenceundersections 146,147 or 147AoftheLicensing Act2003 (sale of
alcohol to children) or section 7 of the Children and Young Persons Act 1933 (sale of
tobacco to children under 18 years old).

Itistherefore essential thatInvestigating officers consider the penalty attached tothecriminal
offencewhichtheyareinvestigating, before consideringwhetheritmaybe possibletoobtainan
authorisation for directed surveillance.

This canbe usedinthe context of local authority prosecutions, or where an employeeis
suspected of committing a criminal offence e.g. fraud.

Explain why this directed surveillance is necessary on the grounds you have identified.

Outline what other methods may have been attempted in an effort to obtain the information
and why it is now necessary to use surveillance.

Supplydetails of any potential collateral intrusion and why the intrusionis unavoidable.
Describe precautions you will take to minimise collateral intrusion.

Who else will be affected by the surveillance, what steps have beentaken to avoid this, and why it
is unavoidable.

Explain why the Directed Surveillance is proportionate to what it seeks to achieve. How
intrusive might it be on the subject of surveillance or on others? Why is this intrusion
outweighed by the need for surveillance in operational terms or can the evidence be
obtained by any other means?

Ifthe Directed Surveillanceis necessary and reasonable, isit proportionate towhatis soughtto
be achieved by carrying it out? Thisinvolves balancing the intrusiveness of the activity on the
target and others who may be affected by it against the need for the activity in operational
terms. Reasons should be given as to why what s soughtjustifies the potential intrusion on the
individual’s personal life and privacy. The activity will not be proportionate if it is excessive in
the circumstances of the case or if the information which is sought could reasonably be
obtained by other less intrusive means. The following elements of proportionality should
therefore beconsidered:

. Balancingthe size and scope of the proposed activity againstthe gravityand extent of the
perceived crime or offence;

. Explaining how and why the methods to be adopted will cause the least possible intrusion
on the subject and others;

. Consideringwhetherthe activityisanappropriate use of the legislationand aresponsible
way, having considered all reasonable alternatives for obtaining the Evidence;

14
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. Evidencing,asfarasreasonablypracticable, whatothermethodshavebeen consideredand
why they were not implemented (Code para 3.6)

Confidential information.

Isanyinformationof aconfidentialnaturetobeobtained?(i.e. communicationssubjecttolegal
privilege, or communications involving confidential personal information and confidential
journalistic material) If so the appropriate level of authorisation must be obtained.

Authorising Officer’s comments

Must be completed outlining whyitis proportionate and why he/sheis satisfied thatitis
necessary.

15
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Annex 2 Guidance on completing Covert Human
Intelligence forms.

Pleasereferto CovertHuman Intelligence Sources: Code of Practice (Pursuantto Section 71 of the
Regulations of Investigatory Powers Act 2000) issued bythe Home Office.

Details of Application

Authority Required
Fill in details of the Authorising Officer (see paras 3.1 and 3.2 of the Policy)

Where a vulnerableindividual orjuvenile sourceis to be used, the authorisation MUST be given by
the Chief Executive or in their absence the Assistant Chief Executive.

Describe the purpose of the specific operation or investigation.

Sufficientdetailssothatthe Authorising Officerhasenoughinformationtogive Authority. Outline
what the operation is about, and the other methods used already to obtain this information.

Describe in detail the purpose for which the source will be tasked or used.
Give as much detail as possible as to what the use of the source is intended to achieve.

Describe in detail the proposed covert conduct of the source or how the source is to be
used.

Describe in detail the role of the source and the circumstances in which the source will be used.

Identifyonwhich groundsthe conduct ortheuse of the source is necessary under Section
29(3) of RIPA.

The ONLY groundsforcarryingouta CHIS activityisforthe purpose of preventing or detecting
crime or of preventing disorder.

This can be usedinthe contextof local authority prosecutions, orwhere an employeeis
suspected of committing a criminal offence e.qg. fraud.

Explainwhythis conduct oruse of the source is necessaryon the grounds you have
identified (Code para3.2).

Outline whatother methods may have been attempted to obtain the informationand whyitis
now necessary to use a CHIS for the investigation to proceed.

16
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Supplydetails of any potential collateralintrusionand whytheintrusionis unavoidable.
(Code paras 3.8-3.11)

Who else will be affected, what steps have been taken to avoid this, and why it is unavoidable?

Are there anysensitivities in the local communitywhere thesourceisto be used? Are
similar activities being undertaken byother public authorities that could impact the
deployment of the source? (see Code 3.17)

Ensurethatotherauthorities such asthe police or other council departmentsare not conducting
a parallel investigation or other activity which might be disrupted.

Provide an assessment oftherisktothe sourceincarryingoutthe proposed conduct. (see
Code 6.14)

Arisk assessment will have tobe carried out to establish the risks tothat particular source, taking
intoaccounttheir strengths and weaknesses. The person who has day-to-dayresponsibility for
thesource andtheir security (the‘Handler’) and the person responsible for general oversight of
the use made of the source (the ‘Controller’) should be involved in the risk assessment.

Explain why this conduct or use of the source is proportionate to what it seeks to achieve.
How intrusive might it be on the subject(s) of surveillance or on others? How is this
intrusion outweighed by the need for a source in operational terms, and could the evidence
be obtained by any other means? [Code paragraph 3.5]

Ifthe use of a CovertHuman Intelligence Source is necessary, isit proportionate to whatis sought
to beachieved by carrying it out? Thisinvolves balancing the intrusiveness of the activity on the
targetand others who may be affected by itagainstthe needfor the activity in operational terms.
Reasons should be given as to why what is sought justifies the potential intrusion on the
individual’s personal life and privacy. The activity will not be proportionate if itis excessive in the
circumstances of the case or if the information which is sought could reasonably be obtained by
other less intrusive means.

Confidentialinformation (Code para4.17).Indicatethelikelihood of acquiringany
confidential information.

Willinformation of a confidential nature be obtained (i.e. communications subject tolegal
privilege, orcommunications involving confidential personal information and confidential
journalisticmaterial) if sothe appropriate level of authorisation must be obtained (see para
3.2 of the Policy).

Authorising Officer’'s Comments.

Must be completed outlining why it is proportionate and why he/she is satisfied thatitis
necessary to use the source and that a proper risk assessment has been carried out.
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Annex 3 Guidance on completing access to dataforms.

1 - 7 Details of Applicant etc

Detailsof the requestingofficer'sDepartment, Gradeand contactdetailsshouldbeentered. The
unique reference number at 4 would normally be entered by the SPOC.

Statutory Purpose

The ONLY groundsforaccessingcommunicationsdataareforthepurpose of preventingor
detecting crime or of preventing disorder.

This canbe usedin the context of local authority prosecutions, or where an employeeis
suspected of committing a criminal offence e.g. fraud.

Communications Data

Describethecommunicationsdata, specifying, whererelevant, any historicorfuturedate(s)and,
where appropriate, time period(s).

Indicate the time periods within whichthe datais required. Forexample, subscriber details can
change over relatively short periods of time. Also billingdata can be expensive to retrieve and
should only be requested for times relevanttothe investigation. Itis thereforeimportanttobe
specificasto the relevanttime otherwise there may be collateral intrusion, the data obtained
may not berelevantorthe cost may be prohibitive. Times should be specifiedas GMT or BST. If
unsure as to whether the data can be obtained from a CSP the SPOC should be consulted.

Necessity

Outline brief details of the investigation, the circumstancesleading to the application, thelink
between the communications data and the subject underinvestigation, the source of the data
and how this data links to the offence or subject under investigation.

Proportionality

Explain whatyou expectto achieve by obtaining the requested data; what will be done with the
data; how it will benefit the investigation and how the level of intrusion is justified when taking
into consideration the benefitthe data will give to the investigation Also explain why the specific
date/timescale has been requested and how this is proportionate to what is trying to be
achieved.

Collateral Intrusion

Collateralintrusionisanintrusion into the privacy of innocent third parties. Itisimportantto
detail any plan to minimise collateral intrusion. If the subject has been contacted via the
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communication service (e.g. telephone number or e-mail) or ifithas been usedin business
correspondence, advertising etcthis should be explainedas thisdemonstrates thatitisbeing
used by the subjectandistherefore unlikely to resultin collateral intrusion. Explain how data
obtained which refers to third parties will be handled.

Timescale

Indicate whethertheapplicationisurgent. The Code of Practice requires CSPsto disclose the
data within ten workingdays (The notice served by the SPOCwill remain valid for one month).

Theform should then be forwarded to the SPOC officer who will assess and quality control the
application. Ifitmeets the legal threshold for obtaining communications data the SPOC will
forward it to the appropriate Designated Person.

Ifrejected, by the Designated Person orthe SPOC, the SPOC will retain the applicationandinform
the applicant in writing of the reason(s) for its rejection.
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Annex 4 Guidance on Management of Covert Human
Intelligence Sources

The CovertHumanIntelligence Sources Code of Practice can be found onthe Home Office
website.

This guidance is taken from Chapter 6 of the Code of Practice.

1.

1.1

1.2

1.3

1.4

2.1.

2.2.

Tasking

Taskingistheassignmentgiventothe CHIS (i.e. toobtain, provide accessto ordisclose
information). Where the CHIS stask involves establishing or maintaining a personal or
other relationship for a covert purpose, authorisation for the use of the CHIS should be
obtained inadvance.

Authorisations should not be drawn so narrowly that a separate authorisation is required
eachtimethe CHISistasked. Rather, an authorisation might cover, in broad terms, the
nature of the source’s task. If the nature of the task changes significantly, thena new
authorisation may need to be sought.

Inthe event of any unforeseen action or undertakings during the task, these must be
recorded as soon as practicable afterthe event. If the existing authorisationisinsufficient
it should either be updated at a review (for minor amendments only) or it should be
cancelled and a new authorisation should be obtained before any further such actioniis
carried out.

Where it is intended to task a CHIS in a significantly greater or different way than
previously identified, the Handler and the Controller must refer the proposed tasking to
the Authorising Officer and the details of such referrals must be recorded. The Authorising
Officer should consider whether the existing authorisation is sufficient or needs to be
replaced, which must be done in advance of any tasking.

Handlers and controllers

Foreachauthorised CHIS surveillance, the Authorising Officer shallappointanappropriate
officer of the Authority (‘the Handler’) to have day-to-day responsibility for:

. Dealing with the CHIS;

o Directing the day-to-day activities of the CHIS;

. Recording the information supplied by the CHIS; and

. Monitoring the CHIS's security and welfare.

Foreachauthorised CHIS surveillance, the Authorising Officer shallappointan appropriate
officer of the Authority (‘the Controller’) to be responsible for the management and
supervision of the Handler and general oversight of the use of the CHIS.
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3. Jointworking

3.1. Therearemany caseswheretheactivities ofa CHIS may provide benefittomorethanasingle
publicauthority. Forexample, wherea CHIS provides information relatingto environmental
health issues and offences of criminal damage, in a joint police/ local authority anti-social
behaviour operation on a housing estate.

4.  Securityand Welfare

4.1. Priortoauthorisingthe use or conduct of CHIS, the Authorising Officer should be satisfied
thatariskassessmenthasbeen carried out. Theriskassessmentshould determinetheriskto
the CHIS of any taskingand the likely consequences should theiridentity become known; and
should consider the ongoing security and welfare of the CHIS after the cancellation of the
authorisation. Consideration should also be giventothe management of any requirementto
disclose information tending to reveal the existence or identity of the CHIS, or in court.

4.2. TheHandleris responsiblefor bringingto the attention of the Controller any concerns about
the personal circumstances of the CHIS, insofar as they might affect:
. the validity of the risk assessment;
o the conduct of the CHIS; and
o the safety and welfare of the CHIS.
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Annex 5 Guidance/Policy on Using Social Media and
Networking Sites

Using Social Media and Networking Sites in Investigations Policy

A -Introduction

B - Regulation of Investigatory Powers Act 2000 (RIPA)

C - Definition of Social Media

D - Privacy Settings

E - Process to Follow when considering Using Social Media Sites
F - Capturing Evidence

G-Retentionand Destruction of Information Obtained

H -Review

A. Introduction

1.0 Social Media has become a significant part of many people’s lives. By its very nature,
Social Media also often known as Social Networking sites can accumulate a sizable
amount of information about a person’s life. Their accessibility on mobile devices canalso
meanthata person’s precise location ata given time may also be recorded whenever they
interact with a form of Social Media on their devices. This means thatincredibly detailed
information can be obtained about a person and their activities.

1.1 Social Media cantherefore be a very useful tool when investigating alleged offences witha
view to bringing a prosecution in the courts. However, there is a danger that the use of
Social Media can be abused, which would have an adverse effect damaging a potential
prosecution and could even leave the Council open to complainants or criminal charges
itself.

1.2 This Policy sets the framework on which the Council may utilise Social Media when
conducting investigations into alleged offences. Whilst the use of Social Media to
investigate is not automatically considered covert surveillance, its misuse when
conducting investigations can mean that it crosses over into the realms of covert and or
targeted surveillance, even whenthat misuseisinadvertent. Itis therefore crucial thatthe
provisionsofthe Regulation of Investigatory Powers Act2000 (RIPA), asitrelatestocovert
and directed surveillance, are followed at all times when using Social Media informationin
investigations.

1.3 Itispossible for the Council’s use of Social Media in investigating potential offences to
crossover into becoming unauthorised surveillance, and in sodoing, breach a person’s
rightto privacy under Article 8 of the Human Rights Act. Even if surveillance without due
authorisation in a particular instance is not illegal, if authorisation is not obtained, the
surveillance carried out will not have the protection that RIPA affords and may meanitis
rendered inadmissible.
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1.4

1.5

Ifis the aim of this Procedure to ensure that investigations involving the use of Social
Media are done so lawfully and correctly so as not to interfere with any person's human
rights butto ensure that evidence gathered from Social Media is captured and presented
tocourtinthe correct manner by obtaining the correct authorisations where necessary.

Officerswhoareinvolved ininvestigations, into both individuals and businesses they
suspecttohave committed an offence, should consult Legal Servicesifthey are unsure
about any part of this Policy and how it affects their investigative practices.

B. Regulation of Investigatory Powers Act 2000 (RIPA)

2.0

2.1

2.2

3.0

3.1

3.2

3.3

[Fpzant

Asthereisanincreaseinthe use of smartphonesand other personal and portable devices,
thereis a significant amount of information on an individual’s Social Media pages. This
information might be relevant to an investigation being undertaken by the Council.
However unguided and thought-out research into a person’s site could fall within the
remit of RIPA and therefore require authorisation prior to it being undertaken.

Officers embarking on any form of investigatory action should always do so with RIPAin
mind. Whilst RIPA will not always be relevant to every investigation, it is vital that
enforcementofficers and those involved in investigations regularly review their conduct
with respecttoinvestigatory actions. Any investigation is capable of evolving fromone not
requiring any RIPA authorisation to one that does at any point.

This Policy should be read in conjunction with the Council’s current RIPA Policy and
Procedures as well as statutory codes of practice issued by the secretary of state and the
Office of Surveillance Commissioners Guidance.

Definition of Social Media

Social Media alsoreferred to as a Social Network can take many forms. Therefore, itis
difficult to provide a definitive list of sites.

Currentexamples of popular forms of Social Media include (but the listis not exhaustive
and new ones can be created whilst established ones' popularity can wain).

Facebook Twitter Instagram
LinkedIn Pinterest Reddit

Social Media will always be aweb-based service that allows individuals and/or businesses
to construct a public or semi-public profile which contains personal information and is
viewable by others, whether accepted as “friends” or otherwise.

Thedefinition of ‘private information’ under the Regulation of Investigatory Powers Act
(RIPA) includes:
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4.0

4.1

4.2

4.3

4.4

5.0

5.1

“any information relating to a person’s private or family life and should be taken generally
toinclude any aspect of a person’s private or personal relationship with others, including
family and professional or business relationships.

Privacy Settings

The majority of Social Media services will allow its users to decide who can view their
activity, andtowhatdegree, throughthe use of privacy settings. Whilstsome usersare
happy, orindifferentabout who can view their information, others preferto maintaina
level of privacy.

Many users may purposely use Social Media with no privacy settings applied, this could be
theirintention asthey are actively promoting something such as a business orevent, and
therefore require as many people as possible to be able to view their profile. Others may
do so for reasons of self-promotion —this is known as a public profile and the information
is “opensource”.

Persons operating Social Media without or with limited privacy settings do so at their own
risk. Whilst the content or information shared by individuals on Social Media remains the
property of that individual, it is nonetheless considered to be in the public domain.
Publishing content or information using a public rather than a private setting means thata
person is allowing anyone to access that information.

Aprivate Profile is one set up on Social Media where the individual has set privacy settings
and does not want their information open to public view, they will set the privacy settings
appropriate to what they require.

By setting a private profile setting a user does not allow everyone to access their content
and respect should be shown to that person’s right to privacy under Article 8 of the Human
Rights Act. This does not however extend to instances where a third party takes
information and shares it on their own profile. So, Person A has a private profile buta
friend of theirs Person B takes something from Person A’s page and shares it on their
public page, this cannot be used from Person A’s page but could be from Person B’s as
they have a public profile.

Process to Follow when Considering Using Social Media Sites

If an individual has a public profile an officer needs to be careful only to gather such
information thatis relevantto proving the offence they are investigating, ifinany doubt
seek advice from Legal Services. Even with Public profile sites care must be taken to
ensure thatthe correctauthorisation is required if the monitoring of an account becomes
planned anddirected.

Officers must not use their own personal or private accounts when accessing social media
sites for investigation and evidence-gathering purposes. Only Council accounts should be
used. Interaction and conversations of any kind should be avoided.
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5.2

5.3

5.4

Officers should keep in mind that simply using profiles belonging to others, orindeed fake
profiles, in order to carry out investigations does not provide them with any form of true
anonymity. The location and identity of an officer carrying out a search can be easily
traced through tracking IP Addresses and other electronic identifying markers.

One-off visits or infrequent visits to an individual’s Social Media profile spread over time
cannotbe considered “directed surveillance” for RIPA, repeated or frequent visits may
cross overintobecoming“directed surveillance” requiring RIPA authorisation. Aperson’s
Social Media profile should not, be routinely monitored on a daily or weekly basis in search
of updates, as this will require RIPA authorisation. If an officer requires more advice on this
they should contact Legal Services.

Each viewing of a company or individual’s social media profile for the purpose of
investigation or evidence gathering must be recorded on the case log.

F. Capturing Evidence

6.0

6.1

6.2

6.3

Evidence thatis of a readable form, i.e. text, status updates or photographs should be
copied directly from the site or captured via a screenshot, onto a hard drive or some other
form of storage device and then subsequently printed to a hard copy. The hard copy of
evidence should then be exhibited to a prepared witness statement in the normal way.

If evidence is audio or video content then efforts should be made to download that
contentontoa hard drive or some other form of storage device such as CD or DVD. Those
CDsand/or DVDs should then be exhibited to a suitably prepared witness statementinthe
normal way. If you have difficulties with this, contact the Council’s IT Unit.

Screenshots —should display the time and datein order to prove when the evidence was
captured, without this information, the effectiveness of the evidenceis potentially lost asit
may not be admissible in court.

When capturing evidence from a Social Media profile steps should be taken to minimise
the collateral damage of inadvertently capturinginnocent third parties' information. This
might be particularly prevalent on Social Media profiles promoting events.

G. Retention and Destruction of Information Obtained

7.0 Where recorded material (in any form or media) is obtained during the course of an

investigation which might be relevanttothatinvestigation, oranotherinvestigation, orto
pending or future civil or criminal proceedings, then it should be retained inaccordance
with the Data Protection Act 1998, the Freedom of Information Act 2000 and any other
legal requirements including the council’s Information asset register and Council’s
retention schedule. Advice should be sought from the relevant officer at the Council.
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H. Review

8.0 This Policy will be reviewed periodically and in line with the Council’s RIPA Policy and
Procedureto ensure that both documents remain currentand compliant with relevant
legal requirements and best practice guidance.
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